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1. Introduction

TPLT issues this policy to meet the requirements incumbent upon them under The Data Protection
Act 2018 for the handling of personal data and Special Categories of Personal Data in the role of
controller. If appropriate it can also be used for the control and release of data under the Freedom
of Information Act 2000.

2. Scope

This policy applies to all employees of TPLT including contract, agency and temporary staff,
volunteers and employees of partner organisations working for TPLT.

Special Categories of Personal Data (formerly known as Sensitive Personal Data) requires
additional legal basis to process, along with additional protections.

The categories of data within scope of this policy are personal data revealing:

a) racial or ethnic origin

b) political opinions

c) religious or philosophical beliefs

d) trade union membership

e) genetic data

f) biometric data for the purpose of uniquely identifying a natural person
g) data concerning health; or

h) data concerning a natural person’s sex life or sexual orientation

TPLT will set out the types of special categories of personal data it processes on data subjects in
its Privacy Notices which are available on its website or by contacting any of our academies. It will
also include the processing on its Information Audit which is updated annually.

3. Legal Principles

In execution of this policy TPLT will comply with the data protection principles of the GDPR
specified in Article 5. These are that personal data be:

a) processed lawfully, fairly and in a transparent manner in relation to individuals;

b) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes shall not be
considered to be incompatible with the initial purposes;

c) adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed;

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay;
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e)

kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data may be
stored for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical purposes
subject to implementation of the appropriate technical and organisational measures required

by the law in order to safeguard the rights and freedoms of individuals;

p
p

rocessed in a manner that ensures appropriate security of the personal data, including
rotection against unauthorised or unlawful processing and against accidental loss,

destruction or damage, using appropriate technical or organisational measures.

TPLT will adopt the appropriate technological and organisational measures to ensure compliance
with the Data Protection Principles by carrying out the necessary procedures. The concept of data
protection by design will be a guiding principle in achieving the security of individual’s data
protection rights.

In all aspects of our work we will ensure that the rights of the data subject are protected by all
practicable measures associated with the conduct of our work. The rights of the data subject as
defined in law are;

a)

The Right to be informed in a clear, concise and transparent manner

The Right of access

The Right to rectification

The Right to erasure

The Right to restrict processing

The Right to data portability

The Right to object

Rights related to automated decision making

In addition to the legal basis to process personal data, special categories of personal data will also
requires an additional legal basis for processing. These are:

a)
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the data subject has given explicit consent to the processing of those personal data for one
or more specified purposes.

It should also be noted that if TPLT offers an online service directly to a child, children aged
13 or over will provide their own consent. For children under this age explicit consent will be
sought from whoever holds parental responsibility for the child, unless the online service
offered is a preventive or counselling service.

processing is necessary for the purposes of carrying out the obligations and exercising
specific rights under employment and social security and social protection law;

processing is necessary to protect the vital interests of the data subject or of another
natural person where the data subject is physically or legally incapable of giving consent;

processing is carried out in the course of its legitimate activities with appropriate safeguards

by a foundation, association or any other not-for-profit body with a political,

philosophical, religious or trade union aim and on condition that the processing relates
5
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solely to the members or to former members of the body or to persons who have regular
contact with it in connection with its purposes and that the personal data are not disclosed
outside that body without the consent of the data subjects;

e) processing relates to personal data which are manifestly made public by the data subject;

f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;

g) processing is necessary for reasons of substantial public interest but must be clearly
demonstrated and assessed as part of the public interest test and evidenced throughout the
decision making process.

° Statutory and government purposes

° Administration of Justice and parliamentary purposes
° Equality of opportunity or treatment

° Preventing or detecting unlawful acts

° Protecting the public against dishonesty

° Journalism in connection with unlawful act and dishonesty
o Preventing fraud

° Processing for the purposes of preventing fraud.

° Suspicion of terrorist financing and money laundering
° Counselling

o Insurance

° Occupational pensions

° Political parties

° Elected representatives responding to requests

° Disclosure to elected representative

o Informing elected representatives about prisoners

o Publication of legal judgements

o Anti-doping in sport

o Standard of behaviour in sport

h)  processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision
of health or social care or treatment or the management of health or social care
systems and services on the basis of Union or Member State law or pursuant to contract
with a health professional and subject to the conditions and safeguards referred to in
paragraph 3;

i) processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the basis of Union
or Member State law which provides for suitable and specific measures to safeguard the
rights and freedoms of the data subject, in particular professional secrecy;

j) processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in accordance with Article 89(1)
based on Union or Member State law which shall be proportionate to the aim pursued,
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respect the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject.

4. Response Times in the Application of Legislation

In applying these regulations TPLT is obliged to adhere to the following schedules. The procedures
for subject access are detailed in Appendix 1.

a) Subject Access Requests (SARs) whereby an individual may request personal information
held by TPLT about themselves or a nominated individual on their behalf must be
responded to within 1 month,

b) Where the above is found to be complex or numerous an extension may be granted
allowing an additional 1 month however the subject must be informed within 1 month of
their request,

c) No fee shall be charged for the above except where it is found to be excessive, repetitive or
manifestly unfounded in accordance with the law,

IF APPROPRIATE

d) Freedom of Information Act Requests (FOIAs) whereby an individual may request
information held by the council but may not contain information relating to individuals,
subject to certain exceptions, must be responded to as soon as possible within 20 working
days,

e) No fee shall normally be charged for the above. However in exceptional circumstances a
fee may be charged,

f) Environmental Information Regulation requests (EIR) must be responded to as soon as
possible but within 20 working days,

g) No fee shall be charged for the above.
5. Rights of the Data Subject
Where consent has been sought as the justification on processing, adequate measures must be in
place to record consent and an appropriate method of removing the individual’s personal data
should consent be revoked must be adopted. In the vast majority of data processing activities a
statutory power will be the reason for data processing.
Except where a statutory exemption applies or is in the public interest regarding health an
individual who wishes to exercise their right to erasure shall have their personal data removed from
all areas where applicable.
An individual when making a SAR is entitled to the following;

a) confirmation that their data is being processed,;

b) access to their personal data;
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c) other supplementary information — this largely corresponds to the information that should
be provided in a privacy notice.

6. Data Protection by Design

It is a statutory requirement that any activity involving a high risk to the data protection rights of the
individual when processing personal data be assessed by the Data Protection Impact Assessment.
Prior to the assumption of any such activity TPLT will consult with its Data Protection Officer
assess risks based on an initial screening process. The DPIA will:

e describe the nature, scope, context and purposes of the processing;
e assess necessity, proportionality and compliance measures;

e identify and assess risks to individuals; and

e identify any additional measures to mitigate those risks.

Upon completion of a DPIA the regulator (ICO) maintains the right to cease the proposed
processing should it remain high risk.

7. Data Retention

Except where a specified retention period has been defined in accordance with the purpose of the
activity any period of retention is defined by TPLT record retention schedule. This is detailed in the
Information Retention Schedule.

8. Complaints

Where an individual makes a complaint relating to the processing of their personal data or is
unhappy with any response to an SAR, FOI or EIR (if appropriate) request they may request an
internal review (IR) be conducted. Requests for an IR should be within 40 days of the original
response. The responsibility for the conduct of an IR is with the Trust who will discuss with the
appointed DPO (i-west). The Trust contact is:

Sarah Gibbon

Chief Analytics Officer
The Priory Learning Trust
Queensway
Weston-super-Mare
BS22 6BP

If an individual is unhappy with the outcome of the IR they have the right to appeal to the
Information Commissioner’s Office (ICO) for assessment, the ICO is contactable at;

Wycliffe House,
Water Lane,
Wilmslow,
Cheshire,

SK9 5AF.
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9. Security Incidents

Wherever it is believed that a security incident has occurred or a ‘near miss’ has occurred, the
school and the Data Protection Officer (i-west) must be informed immediately and the Security
Incident Management (SIM) process must be carried out. The SIM is designed to manage,
investigate, report and provide ‘Learning from Experience’ (LFE) to avoid future incidents
occurring.

In any case an incident must be reported no later than 24 hours from identification, except where a
malicious incident has occurred. The learning culture within the organisation seeks the avoidance
of a blame culture and is key to allowing individuals the confidence to report genuine mistakes.

Further details on security incidents and data breaches can be found in the Data Breach Policy.
10. Monitoring and Discipline

Compliance with this policy shall be monitored through a review process. This will be agreed with
the Data Protection Officer, and compliance will be reported to the senior management board.

Should it be found that this policy has not been complied with, or if an intentional breach of the
policy has taken place, the organisation, in consultation with senior management, shall have full
authority to take the immediate steps considered necessary, including disciplinary action.

Review this Policy upon;
Change of Data Protection Officer,
Change of Legislation
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Appendix 1 — Subject Access Request Procedures

The organisation shall complete the following steps when processing a request for personal data
(Subject Access Request or SAR) with advice from its Data Protection Officer (i-
west@bathnes.gov.uk).

1.

2.

10.

11.
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Ascertain whether the requester has a right to access the information and capacity.
Obtain proof of identity (once this step has been completed the clock can start)
Engage with the requester if the request is too broad or needs clarifying

Make a judgement on whether the request is complex and therefore can be extended to a 2
month response time

Acknowledge the requester providing them with
a. the response time — 1 month (as standard), 2 months if complex; and
b. details of any costs — Free for standard requests, or you can charge if the request is
manifestly unfounded or excessive, or further copies of the same information is
required, the fee must be in line with the administrative cost

Use its Record of Processing Activities and/or data map to identify data sources and where
they are held

Collect the data (the organisation may use its IT support to pull together data sources — for
access to emails the organisation can do so as long as it has told staff it will do so in its
policies)

If (6) identifies third parties who process it, then engage with them to release the data to
TPLT.

Review the identified data for exemptions and redactions in line with the |CO’s Code of
Practice on Subject Access and in consultation with the organisation’s Data Protection
Officer (i-west).

Create the final bundle and check to ensure all redactions have been applied

Submit the final bundle to the requester in a secure manner and in the format they have
requested.
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Appendix 2: Privacy Notice for parents/carers

Under data protection law, individuals have a right to be informed about how the school uses any
personal data that we hold about them. We comply with this right by providing ‘privacy notices’
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal
data.

This privacy notice explains how we collect, store and use personal data about students.

The Priory Learning Trust is the ‘data controller’ for the purposes of data protection law.

Our data protection officer is i-West. E-mail iwest@bathnes.gov.uk

The categories of student information that we collect, hold and share include:

e Personal information (such as name, date of birth, unique pupil number, photograph and

address)

e Characteristics (such as ethnicity, language, home language and free school meal
eligibility)

e Attendance information (such as sessions attended, nhumber of absences and absence
reasons)

e Assessment and examination information (such as current, predicted and effort grades and
internal/external examination results)

e Medical information (such as medical conditions, consent to store/administer medication,
first aid administered and dietary needs)

e Special Educational Needs information (such as SEN status and need, diagnostic testing
results and intervention received)

e Behaviour information (such as achievement, behaviour and exclusions)

e Family contact information (such as parents/carers names, addresses and contact
numbers)

e Biometric fingerprint information (used for cashless catering system with separate consent
required)

e CCTV images captured in school

Why we collect and use this information

We use the student data:
e to support student learning
e to monitor and report on student progress
e to provide appropriate pastoral care
e to assess the quality of our services
e to comply with the law regarding data sharing
e to safeguard students

The lawful basis on which we use this information

We only collect and use students’ personal data when the law allows us to. Most commonly, we
process it where:
e \We need to comply with a legal obligation
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e \We need it to perform an official task in the public interest

Less commonly, we may also process students’ personal data in situations where:
e \We have obtained consent to use it in a certain way
e We need to protect the individual’s vital interests (or someone else’s interests)

Where we have obtained consent to use students’ personal data, this consent can be withdrawn at
any time. We will make this clear when we ask for consent, and explain how consent can be
withdrawn.

Some of the reasons listed above for collecting and using students’ personal data overlap, and
there may be several grounds which justify our use of this data.

Special Categeories of Personal Data

Some of the data we collect requires additional legal basis to process, and is known as Special
Categories of Personal Data (SCoPD). The categories that we collect are:

e Racial or ethnic origin
e Biometric data for the purpose of uniquely identifying a natural person
e Data concerning health

There are additional legal bases for processing these special categories of personal data and
these are laid out in our Data Protection Policy.

Colllecting student information

Whilst the majority of student information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with the General Data Protection Regulation, we will
inform you whether you are required to provide certain student information to us or if you have a
choice in this.

Storing student data

We hold student data while they are on roll. We may also keep it beyond their time on roll if this is
necessary in order to comply with our legal obligations. Our Records Management Policy sets out
how long we keep information about students.

Who we share student information with

We routinely share student information with:

e schools that the students attend after leaving us

e our local authority

e the Department for Education (DfE)

e Examining bodies

e Education service providers to enable them to provide the service we have contracted
them for (such as academic websites for study purposes. Full details contained within our
Data Protection Policy)
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Why we share student information

We do not share information about our students with anyone without consent unless the law and
our policies allow us to do so.

We share students’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring.

We are required to share information about our students with the (DfE) under regulation 5 of The
Education (Information About Individual Pupils) (England) Regulations 2013.

Data collection requirements:
To find out more about the data collection requirements placed on us by the Department for

Education (for example; via the school census) go to https://www.gov.uk/education/data-collection-
and-censuses-for-schools.

Youth support services - Students aged 13+

Once our students reach the age of 13, we also pass student information to our local authority and
/ or provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:
e youth support services
e careers advisers

A parent or guardian can request that only their child’s name, address and date of birth is passed
to their local authority or provider of youth support services by informing us. This right is
transferred to the child / student once he/she reaches the age 16.

Youth support services - Students aged 16+

We will also share certain information about students aged 16+ with our local authority and / or
provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.

This enables them to provide services as follows:
e post-16 education and training providers
e youth support services
e careers advisers

For more information about services for young people, please visit our local authority website.
The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about
students in schools in England. It provides invaluable evidence on educational performance to
inform independent research, as well as studies commissioned by the Department. It is held in
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electronic format for statistical purposes. This information is securely collected from a range of
sources including schools, local authorities and awarding bodies.

We are required by law, to provide information about our students to the DfE as part of statutory
data collections such as the school census and early years’ census. Some of this information is
then stored in the NPD. The law that allows this is the Education (Information About Individual
Pupils) (England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-
database-user-guide-and-supporting-information.

The department may share information about our students from the NPD with third parties who
promote the education or well-being of children in England by:

e conducting research or analysis

e producing statistics

e providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data.
Decisions on whether DfE releases data to third parties are subject to a strict approval process and
based on a detailed assessment of:

e who is requesting the data

e the purpose for which it is required

e the level and sensitivity of data requested: and

e the arrangements in place to store and handle the data

To be granted access to student information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided student information, (and
for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

Transferring data internationally

Where we transfer personal data to a country or territory outside the European Economic Area, we
will do so in accordance with data protection law.

Requesting access to your personal data

Under data protection legislation, parents/carers and students have the right to request access to
information about them that we hold. To make a request for your personal information, or be given
access to your child’s educational record, contact our Data Protection Officer, i-West. E-mail
iwest@bathnes.gov.uk
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You also have the right to:

object to processing of personal data that is likely to cause, or is causing, damage or
distress

prevent processing for the purpose of direct marketing

object to decisions being taken by automated means

in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we request that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/

Contact

If you would like to discuss anything in this privacy notice, please contact our Data Protection
Officer, i-West. E-mail iwest@bathnes.gov.uk

THE PRIORY
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Appendix 3: Privacy Notice for Students (for students aged 12 and above)

You have a legal right to be informed about how our school uses any personal information that we
hold about you. To comply with this, we provide a ‘privacy notice’ to you where we are processing
your personal data.

This privacy notice explains how we collect, store and use personal data about you.
The Priory Learning Trust is the ‘data controller’ for the purposes of data protection law.
Our data protection officer is i-West. E-mail iwest@bathnes.gov.uk

The personal data we hold

We hold some personal information about you to make sure we can help you learn and look after
you at school.

For the same reasons, we get information about you from some other places too — like other
schools, the local council and the government.

This information includes:
e your contact details
e your test results
e your attendance record
e your characteristics, like your ethnic background or any special educational needs
e any medical conditions you have
e details of any behaviour issues or exclusions
e photographs
e CCTV images
e biometric fingerprints for paying for school dinners

Why we use this data

We use this data to help run the school, including to:
e get in touch with you and your parents when we need to
e check how you are doing in exams and work out whether you or your teachers need any
extra help
e track how well the school as a whole is performing
e |ook after your wellbeing

Our legal basis for using this data

We will only collect and use your information when the law allows us to. Most often, we will use
your information where:
e we need to comply with the law
e we need to use it to carry out a task in the public interest (in order to provide you with an
education)

Sometimes, we may also use your personal information where:
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e you, or your parents/carers have given us permission to use it in a certain way
e we need to protect your interests (or someone else’s interest)

Where we have got permission to use your data, you or your parents/carers may withdraw this at
any time. We will make this clear when we ask for permission, and explain how to go about
withdrawing consent.

Some of the reasons listed above for collecting and using your information overlap, and there may
be several grounds which means we can use your data.

Collecting this information

While in most cases you, or your parents/carers, must provide the personal information we need to
collect, there are some occasions when you can choose whether or not to provide the data.

We will always tell you if it's optional. If you must provide the data, we will explain what might
happen if you don't.

How we store this data

We will keep personal information about you while you are a student at our school. We may also
keep it after you have left the school, where we are required to by law.

We have a Records Management Policy which sets out how long we must keep information about
students.

Data sharing

We do not share personal information about you with anyone outside the school without
permission from you or your parents/carers, unless the law and our policies allow us to do so.

Where it is legally required, or necessary for another reason allowed under data protection law, we
may share personal information about you with:

e schools that the students attend after leaving us

e our local authority

e the Department for Education (DfE)

e Examining bodies

e Education websites or apps which need your details to obtain log-in information

Data collection requirements:
To find out more about the data collection requirements placed on us by the Department for

Education (for example; via the school census) go to hitps://www.gov.uk/education/data-collection-
and-censuses-for-schools.

The National Pupil Database (NPD)

We are required to provide information about you to the Department for Education (a government
department) as part of data collections such as the school census.
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Some of this information is then stored in the National Pupil Database, which is managed by the
Department for Education and provides evidence on how schools are performing. This, in turn,
supports research.

The database is held electronically so it can easily be turned into statistics. The information it
holds is collected securely from schools, local authorities, exam boards and others.

The Department for Education may share information from the database with other organisations
which promote children’s education or wellbeing in England. These organisations must agree to
strict terms and conditions about how they will use your data.

You can find more information about this on the Department for Education’s webpage on how it
collects and shares research data (https://www.gov.uk/government/publications/national-pupil-
database-user-quide-and-supporting-information).

You can also contact the Department for Education if you have any questions about the database
(https://www.gov.uk/contact-dfe).

Youth support services - Students aged 13+
Once you reach the age of 13, we are legally required to pass on certain information about you to
our local authority, as it has legal responsibilities regarding the education or training of 13-19 year-

olds.

This information enables it to provide youth support services, post-16 education and training
services, and careers advisers.

Your parents/carers, or you once you are 16, can contact our data protection officer to ask us to
only pass your name, address and date of birth to our local authority.

Youth support services - Students aged 16+

Once you reachthe age of 16, we will also share certain information our local authority as it has
legal responsibilities regarding the education or training of 13-19 year-olds.

This information enables it to provide youth support services, post-16 education and training
services, and careers advisers.

You can contact our data protection officer to ask us to only pass your name, address and date of
birth to our local authority.

Transferring data internationally

Where we share data with an organisation that is based outside the European Economic Area, we
will protect your data by following data protection law.

Your rights

How to access personal information we hold about you
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You can find out if we hold any personal information about you, and how we use it, by making a
‘subject access request’, as long as we judge that you can properly understand your rights and
what they mean.

If we do hold information about you, we will:
e Give you a description of it
e Tell you why we are holding and using it, and how long we will keep it for
e Explain where we got it from, if not from you or your parents
e Tell you who it has been, or will be, shared with
e Let you know if we are using your data to make any automated decisions (decisions being
taken by a computer or machine, rather than by a person)
e Give you a copy of the information

You may also ask us to send your personal information to another organisation electronically in
certain circumstances.
If you want to make a request please contact our data protection officer.

Your other rights over your data

You have other rights over how your personal data is used and kept safe, including the right to:
e Say that you don’t want it to be used if this would cause, or is causing, harm or distress
e Stop it being used to send you marketing materials
e Say that you don’t want it used to make automated decisions (decisions made by a computer
or machine, rather than by a person)
e Have it corrected, deleted or destroyed if it is wrong, or restrict our use of it
e Claim compensation if the data protection rules are broken and this harms you in some way

Complaints

We take any complaints about how we collect and use your personal data very seriously, so
please let us know if you think we have done something wrong.

You can make a complaint at any time by contacting our Data Protection Officer. You can also
complain to the Information Commissioner’s Office at https://ico.org.uk/concerns/

Contact

If you have any questions, concerns or would like more information about anything mentioned in
this privacy notice, please contact our Data Protection Officer, i-West. E-mail
iwest@bathnes.gov.uk
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Appendix 4: Privacy Notice for Staff

Under data protection law, individuals have a right to be informed about how the school uses any
personal data that we hold about them. We comply with this right by providing ‘privacy notices’
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal
data.

This privacy notice explains how we collect, store and use personal data about individuals we
employ, or otherwise engage, to work at our school.

We, The Priory Learning Trust, are the ‘data controller’ for the purposes of data protection law.
Our data protection officer is i-West. E-mail iwest@bathnes.gov.uk

The categories of school workforce information that we collect, process, hold and share
include:

We process data relating to those we employ, or otherwise engage, to work at our school.
Personal data that we may collect, use, store and share (when appropriate) about you includes,
but is not restricted to:
e Contact details
e Date of birth, marital status and gender
e Next of kin and emergency contact numbers
e Salary, annual leave, pension and benefits information
e Contract information, start dates, hours worked, post and role
e Bank account details, payroll records, National Insurance number, tax status information and
employee/teacher number
e Recruitment information, including copies of right to work documentation, references and
other information included in a CV or cover letter or as part of the application process
e Qualifications and employment records, including work history, job titles, working hours,
training records and professional memberships
e Performance information
e Qutcomes of any disciplinary and/or grievance procedures
e Absence data and reasons for absence
e Copy of driving licence
e Photographs
e CCTV footage
e Data about your use of the school’s information and communications system

We may also collect, store and use information about you that falls into "special categories" of
more sensitive personal data. This includes information about (where applicable):

e Race, ethnicity, religious beliefs, sexual orientation and political opinions

e Trade union membership

e Health, including any medical conditions, and sickness records

Why we collect and use this information

The purpose of processing this data is to help us run the school, including to:
e Enable you to be paid
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e Facilitate safe recruitment, as part of our safeguarding obligations towards pupils

e Support effective performance management

e Inform our recruitment and retention policies

¢ Allow better financial modelling and planning

e Enable ethnicity and disability monitoring

e Enable the development of a comprehensive picture of the workforce and how it is deployed
e Support the work of the School Teachers’ Review Body

The lawful basis on which we process this information

We only collect and use personal information about you when the law allows us to. Most
commonly, we use it where we need to:

e Fulfil a contract we have entered into with you

e Comply with a legal obligation

e Carry out a task in the public interest

Less commonly, we may also use personal information about you where:
e You have given us consent to use it in a certain way
e We need to protect your vital interests (or someone else’s interests)

Special Categeories of Personal Data

Some of the data we collect requires additional legal basis to process, and is known as Special
Categories of Personal Data (SCoPD). The categories that we collect are:

e Racial or ethnic origin

e Biometric data for the purpose of uniquely identifying a natural person
e Trade union membership

e Data concerning health

There are additional legal bases for processing these special categories of personal data and
these are laid out in our Data Protection Policy.

Collecting this information

Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a
voluntary basis. In order to comply with data protection legislation, we will inform you whether you
are required to provide certain school workforce information to us or if you have a choice in this.

Storing this information

We create and maintain an employment file for each staff member. The information contained in
this file is kept secure and is only used for purposes directly relevant to your employment.

Once your employment with us has ended, we will retain this file and delete the information in it in
accordance with our Records Management Policy

Who we share this information with

21
A ‘& Part of the Priory Learning PLT, a charitable company limited by guarantee registered in England & Wales

,.\ with company number 07698707.
Registered office address: Priory Community School, Queensway, Weston-super-Mare, North Somerset, BS22 6BP

THE PRIORY
LEARNING TRUST



Where it is legally required, or necessary (and it complies with data protection law) we may share
personal information about you with:

e our local authority

e the Department for Education (DfE)

e Education service providers to enable them to provide the service we have contracted
them for (such as academic websites for study purposes. Full details contained within our
Data Protection Policy)

Why we share school workforce information

We do not share information about workforce members with anyone without consent unless the
law and our policies allow us to do so.

Local authority

We are required to share information about our workforce members with our local authority (LA)
under section 5 of the Education (Supply of Information about the School Workforce) (England)
Regulations 2007 and amendments.

Department for Education (DfE)

We share personal data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins workforce policy monitoring, evaluation, and links to school funding /
expenditure and the assessment educational attainment.

We are required to share information about our pupils with the (DfE) under section 5 of the
Education (Supply of Information about the School Workforce) (England) Regulations 2007 and
amendments.

Data collection requirements

The DfE collects and processes personal data relating to those employed by schools (including
Multi Academy Trusts) and local authorities that work in state funded schools (including all
maintained schools, all academies and free schools and all special schools including Pupil Referral
Units and Alternative Provision). All state funded schools are required to make a census
submission because it is a statutory return under sections 113 and 114 of the Education Act 2005

To find out more about the data collection requirements placed on us by the Department for
Education including the data that we share with them, go to https://www.gov.uk/education/data-
collection-and-censuses-for-schools.

The department may share information about school employees with third parties who promote the
education or well-being of children or the effective deployment of school staff in England by:

e conducting research or analysis
e producing statistics
e providing information, advice or guidance

The department has robust processes in place to ensure that the confidentiality of personal data is
maintained and there are stringent controls in place regarding access to it and its use. Decisions
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on whether DfE releases personal data to third parties are subject to a strict approval process and
based on a detailed assessment of:

e who is requesting the data

e the purpose for which it is required

e the level and sensitivity of data requested; and

o the arrangements in place to securely store and handle the data

To be granted access to school workforce information, organisations must comply with its strict
terms and conditions covering the confidentiality and handling of the data, security arrangements
and retention and use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe

Transferring data internationally

Where we transfer personal data to a country or territory outside the European Economic Area, we
will do so in accordance with data protection law.

Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about you
that we hold. To make a request for your personal information, contact the Data Protection officer,
Mrs Sarah Gibbon.

You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or
distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we ask that you
raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/

Further information

If you would like to discuss anything in this privacy notice, please contact our Data Protection
Officer, i-West. E-mail iwest@bathnes.gov.uk
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Appendix 5: Privacy Notice for PRC

Under data protection law, individuals have a right to be informed about how the PRC uses any
personal data that we hold about them. We comply with this right by providing ‘privacy notices’
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal
data.

This privacy notice explains how we collect, store and use personal data about students.
The Priory Learning Trust is the ‘data controller’ for the purposes of data protection lay.
Our data protection officer is i-West (see ‘Contact us’ below)

The categories of information that we collect, hold and share include:

e Personal information provided by you on completion of our enquiry form (such as name,
email address, date of birth and contact telephone number)

e Debit Card details for membership payment (debit card number and expiry date)

e We may also ask you for information when you report a problem with our site.

e If you contact us, we may keep a record of that correspondence.

e \We may ask you to complete surveys that we use for research purposes, although you do
not have to respond to them.

e Details of your visits to our site including, but not limited to, web server statistics, traffic
data, location data and details of the web pages and resources that you access.

Storing members data

Whilst you are a paid member, all information you provide to us is stored on our secure servers.
Where we have given you (or where you have chosen) a password which enables you to access
certain parts of our site, you are responsible for keeping this password confidential. We ask you not
to share a password with anyone. Unfortunately, the transmission of information via the internet is
not completely secure. Although we will do our best to protect your personal data, we cannot
guarantee the security of data that you transmit to our site; any transmission is therefore at your own
risk. Once we have received your information, we will use strict internal procedures and security
features to try to prevent unauthorised access. We also keep your information confidential. Our
internal procedures cover the storage, access and disclosure of your information.

How we use your information

We use information held about you in the following ways:
e to provide you with information, products or services that you request from us or which we
feel may interest you, where you have consented to be contacted for such purposes.
e to carry out our obligations arising from any contracts entered into between you and us.

We may also use your data to provide you with information about goods and services which may be
of interest to you and we may contact you about these by email, SMS, post or telephone. If you do
not want us to use your data in this way, please contact our Data Protection Officer (see below).
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Colleting membership payments

We use E-Z and Netbanks to process payments for monthly membership fees. Members’ names,
debit card numbers and expiry date of debit card are shared with these companies to enable
membership monies to be collected, and you agree to this when you first sign up for membership to
PRC. We do not share membership information with any third party except to the extent necessary
to answer your enquiry if that enquiry requires the involvement of a third party. We use return email
addresses to answer the email we receive. Such addresses are not used for any other purpose and
are not shared with outside parties.

When we might disclose your data to third parties
We may disclose your personal information to third parties in a very limited number of circumstances:

e where we engage the business services of a third party to provide services directly to PRC.
For example, we may use a mailing house to email promotional materials such as our email
newsletter. We will ensure that any Data Sharing Agreement drawn up with such a company
will ensure that any third parties are strictly prohibited from using your personal data for any
other purposes.

e in the event that we sell or buy any business or assets, in which case we may disclose your
personal data to the prospective seller or buyer of such business or assets.

e if PRC or substantially all of its assets are acquired by a third party, in which case personal
data held by it about its customers will be one of the transferred assets.

e if we are under a duty to disclose or share your personal data in order to comply with any
legal obligation, or in order to enforce or apply our terms of use and other agreements

e to protect the rights, property, or safety of PRC, our customers, or others. This includes
exchanging information with other companies and organisations for the purposes of fraud
protection and credit risk reduction.

Our use of IP addresses and cookies

We may collect information about your computer, including where available your IP address,
operating system and browser type, for system administration and to analyse aggregate information.
This is statistical data about our users’ browsing actions and patterns, and does not identify any
individual. For the same reason, we may obtain information about your general internet usage by
using a cookie file which is stored on the hard drive of your computer. Cookies contain information
that is transferred to your computer’'s hard drive. They help us to improve our site and to deliver a
better and more personalised service.

They enable us:
e to estimate our audience size and usage pattern.
e to store information about your preferences, and so allow us to customise our site according
to user needs.
e to speed up your searches.
e to recognise you when you return to our site.

You may refuse to accept cookies by activating the setting on your browser which allows you to
refuse the setting of cookies. Unless you have adjusted your browser setting so that it will refuse
cookies, our system will issue cookies when you log on to our site.
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Your consent

By submitting your information you consent to the use of that information as set out in this policy. If
we change our privacy policy we will post the changes on this page, and may place notices on other
pages of the \Website, so that you may be aware of the information we collect and how we use it at
all times. We will also e-mail you should we make any changes so that you may consent to our use
of your information in that way. If you wish to withdraw your consent for us to share your data, for
example for marketing purposes outlined about, please contact info@theprc.org.uk.

Your Rights

You have the right to ask us not to process your personal data for marketing purposes. We will
usually inform you (before collecting your data) if we intend to use your data for such purposes. You
can exercise your right to prevent such processing by checking certain boxes on the forms we use
to collect your data. You can also exercise the right at any time by contacting us. Our site may, from
time to time, contain links to and from the websites of our clients and affiliates. If you follow a link to
any of these websites, please note that these websites have their own privacy policies and that we
do not accept any responsibility or liability for these policies. Please check these policies before you
submit any personal data to these websites.

You have the right to withdraw this consent at any point and can do so by contacting the PRC directly
on info@theprc.org.uk or by contacting our Data Protection Officer (see contact details below).

Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about you
that we hold. To make a request for your personal information contact our Data Protection Officer,
i-West. E-mail i-West@bathnes.gov.uk.

You also have the right to:

e object to processing of personal data that is likely to cause, or is causing, damage or
distress

e prevent processing for the purpose of direct marketing

e object to decisions being taken by automated means

e in certain circumstances, have inaccurate personal data rectified, blocked, erased or
destroyed; and

e claim compensation for damages caused by a breach of the Data Protection regulations

If you have a concern about the way we are collecting or using your personal data, we request that
you raise your concern with us in the first instance. Alternatively, you can contact the Information
Commissioner’s Office at https://ico.org.uk/concerns/

Contact

If you would like to discuss anything in this privacy notice, please contact our Data Protection
Officer, i-West. E-mail i-West@bathnes.gov.uk.
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Appendix 6: Data Sharing

TPLT and its Academies have a legal obligation to share data with the Department for Education,
the Local Authority, examination awarding bodies, the Education and Skills Funding Agency, Ofsted,
the Police Force and the Department for Health when lawful and appropriate. We also share data
with a number of other organisations for educational or employment purposes, as shown in the table

below:

Organisation

Reason for sharing

Information shared

Accelerated Reader

Reading programme used to

Student name, DOB, English

(Hosted by track students’ progress in class.

Renaissance reading related to their

Learning) chronological age

ALICE Library System Student name, DOB, class,

admission number

Bridgwater College
(Year 11 only)

To ensure that Year 11
students have full information
available to them during the
transition to sixth form
education

Student name, DOB, gender,
address

teaching staff, recording of
conduct data

Capita SIMS Maintenance of main MIS All student and staff data
system for students and staff.
Data only visible during known
maintenance periods
Chartwells School dinner provider Student name, class, dietary
requirements
Class Charts To provide seating plans for Student name, year group, tutor

group, UPN number, subject class,
SEN, pupil premium, DOB,
ethnicity

Classroom Monitor

Progress Tracking System

Student name, DOB, gender, FSM
status, class, SEN status

Colorfoto

To facilitate the distribution of
school photographs and the
import of photographs onto the
school Sims system

Student name, registration group,
school admission number

CRB Cunninghams

Provision of school meals
service, including biometric
payment system. Provision of
free school meals to
appropriate students.

Student name, admission number,
tutor group, gender, DOB, Year,
Free school meal information,
photograph, ethnicity, UPN.
Biometric scan of finger/thumb
taken once parental permission is
received (no fingerprint is
identifiable from this information)
Staff name, gender, DOB

Delegated Services

Trip Health & Safety/Risk
Assessments

Student name, staff name,
potential personal details held in

THE PRIORY
LEARNING TRUST

27

Part of the Priory Learning PLT, a charitable company limited by guarantee registered in England & Wales

with company number 07698707.

Registered office address: Priory Community School, Queensway, Weston-super-Mare, North Somerset, BS22 6BP




risk assessments —
medical/contact information

Disclosure Barring
Service

Vetting services for
staff/volunteers/ contractors

Staff name, address, DOB, NI
details, primary identity document
detail, trusted government
document detail, telephone
numbers, nationality, previous
addresses, previous names

Doddle

Homework/resources website

Student name, year group, class
data, Parent user name, parent
email, staff name, staff work email

Edenred

Childcare voucher Provider

Staff name, DOB, address, staff
work email address, phone
number, salary sacrifice deduction
detalil

The Education Broker
(Capital Specialist
Insurance Solutions
Ltd)

Staff absence insurance

Staff name, doctors note detailing
absence, DOB working
hours/days, if staff member is
pregnant, specifics of
absence/operation

Elklan Training Ltd

Speech & Language Trainers —
teacher training

Student name, academic
information, photograph.

Focus on Sound

Online music revision tool

Student name, username, hidden
password (all created by student),
test scores

GCSEPod

GCSE revision website. By
sharing data, the Academy is
able to track how often
students are accessing the
revision materials and which
topics are being studied

Student name, Unique Pupil
Number, student e-mail address,
DOB, gender, year group, group
name, subject name, teacher.
Staff name, work e-mail address,
date of leaving, role, staff code.

Google G suite

To provide email, drive storage,
calendars, google classroom
and more

Staff and student name, student

accounts are only activated once
cloud permission form has been

returned

out, Fire evacuation. Staff data
taken from Sims

HegartyMaths Online maths teaching and Student name, class, group, year,
learning tool gender, UPN, DOB, leaving date.
Staff name, email address
ICR Support for ICT Network support Access to student name, staff
Schools name, correspondence
inVENTRY Staff and visitor signing in and Staff name, DBS data and

personal information. Visitor
name, car registration (if
applicable), photograph — entered
by visitor and stored on cloud
service for 24 hours, then on
internal servers for 12 months prior
to deletion.
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Kerboodle Science homework/resources Student name, registration group,

website science class
Liberata Staff pension service Staff name, DOB, NI details, tax
Teachers’ Pension code, pay grade, salary, sickness
Scheme/Avon records, pension information
Pension Fund/South
Gloucestershire
Council
Mathletics Primary online maths system Student name, lass, teacher’s

name

Mendip Vale Medical | Occupational Health Provider Staff name, DOB, NI number,
Group sickness record, address, phone

number, email address. Data only
shared on referral with consent

Microsoft Office 365 To provide access to Office 365 | Staff and student name, school

and apps email address

My Maths Maths revision site Student name, maths class

North Somerset Tracking of student Student name, DOB, address,

Council destinations post 16. parent name, address, phone

number

Pabulum Caterers Provision of school meals Student name, admission number,
service, including biometric tutor group, gender, DOB, Year,
payment system. Provision of | Free school meal information,
free school meals to photograph, ethnicity, UPN.
appropriate students. Biometric scan of finger/thumb

taken once parental permission is
received (no fingerprint is
identifiable from this information)
Staff name, gender, DOB

Parentpay To facilitate payments into Student name, DOB, Gender,
school for trips, events and school admission number, Unique
other purchases Pupil Number, tutor group, year

group, parent name, address,
telephone number, meal
arrangements, eligibility for free
school meals, ethnicity, religion,
dietary needs, meal pattern
Payments secured by Payment
Card Industry Data Security
Standard (PCIDSS)

PiXL English/Maths English and maths revision and | Student name, year group, English
App practice questions class, maths class. Students will
be asked to enter an e-mail
address when they first register for
password reminders. Use of
school e-mail address will be
recommended.
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PS Connect/Contact
Group (Truancy
Call/Parent Call)

Truancy Call is our absence
call line for automated calls to
parents if students not in
school. Parent Call is used for
reminders about parents
evenings, Books4U and can be
used in emergencies such as
school closures

Student name, DOB, gender,
school admission number, tutor
group, ethnicity, religion, parent(s)
name(s), parent(s) phone
number(s), parent(s) e-malil
address(es)

Reward Gateway
(The PLaTform)

Staff benefit schemel/intranet

Payroll number, work e-mail
address

Scomis

Hosting of primary school SIMS
system

All student and staff data

School Milk Service

Provision of milk to infant
students

Student name

School Nurse Service

Vaccination records

Student name, DOB, address
medical information

Gloucestershire
County Council

SISRA Online data analysis tool Student name, exam number, tutor
(secondary) group, gender, ethnicity, SEN,
FSM, LAC, pupil premium,
attendance, assessment records
SNAP Assessing the SEND needs for | Student name, DOB, class,
children teacher’s name, life event details,
behavior information
South Staff payroll service Staff name, DOB, NI details, tax

code, pay grade, salary, sickness
records, pension information

Tapestry EYFS online learning diary Student name, DOB, gender
Times Table Rock Maths resources Student title, surname, forename,
Stars gender, classes, subjects, UPN

Teachers to Parents

Text message service

Student names, parent phone
numbers

Vulnerable Learners
(SSE)

SEN referrals

Student name, DOB, address,
parent details, behavior/learning
needs

Weston College (Year
11 only)

To ensure that Year 11
students have full information
available to them during the
transition to sixth form
education

Student name, DOB, gender,
address

TPLT will seek parental permission to set up a Google Apps for Education account in accordance

with Google’s terms and conditions.

From time to time the PLT and its Academies will participate in various on-line surveys, such as in-
school questionnaires using websites such as SurveyMonkey, which are anonymous. We also
facilitate some voluntary surveys (such as the Travelwest transport survey) where students may be

requested to submit some personal details.
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